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Misbehavior attacks new challenges
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Need for advanced detection compared to MBD on CAMs

• Trust establishment and management in ephemeral networks

• Opinion fusion of the data sources (I, e neighbors)

➢ Advanced attacks : Manipulation of the perception data
• Change of the perceived scene
• Ego perception is limited to its Field Of View (FoV)

Trust revision L1: Modeling of the environmental 
parameters impact 

Trust revision L2: Misbehavior Detection 
Verifications 

Trust revision L3: Modeling of Opinions Fusion 

using Subjective Logic

Contribution : Multi-level Trust Management Framework for misbehavior detection

➢ Extend the perception of each vehicle with the Collective 

Perception Message (CPM)

Limited FoV of 
vehicles

Misbehavior detection architecture

Local Detection Reporting Mechanism Global Detection① ② ③

Ego

• Communication parameters e.g. Neighborhood lifetime
• Realistic perception situations e.g. Dynamic perceived object, masking

• Source reliability verifications 
• Perception data reliability verification

• Conflict degree calculation
• Opinion fusion for trust revision

Attack scenario : 

Object omission in an intersection Experimental evaluation

• Ego vehicle has limited perception due to the obstacle (i.e. building)
• Attacker (vehicle26) omits an object (vehicle1) in its CPM. Benign 

(vehicle63 & vehicle69) confirm the existence of the object in their CPM. 
➔may create dangerous situations at the intersection
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• Transmission and reception of the perceived objects in the 
environment
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• Complex attack scenario case study

• Misbehavior reaction & reporting

• Impact of perception uncertainty on misbehavior detection 

• RSU based (semi centralized) misbehavior detection

Threshold 𝜃𝐿3 → Misbehaving vehicle

• The proposed solution solves conflict situations
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➢ Safety awareness improvement

Backend SecurityV2X network

➢ I. Word against word conflict detected (vehicle26 & vehicle69)
➢ II.  Misbehaving station detected after opinion fusion

①:  Start attack ②:  Conflict detect ③:  Opinion fusion

④:  Trust retrieval ⑤:  Environment evaluation 


