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Collective Perception Service in C-ITS Misbehavior attacks new challenges
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Contribution : Multi-level Trust Management Framework for misbehavior detection
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* Opinion fusion for trust revision

ETSI TS 103 324 Specification of the Collective Perception Service

: . . . . )  Jgsang, A. (2009). Subjective Logic.
* Complex attack scenario case study * Impact of perception uncertainty on misbehavior detection « Jgsang, A., Zhang, J., & Wang, D. (2017). Multi-source trust revision. 2017 20th International Conference on
Information Fusion (Fusion)
* Misbehavior reaction & reporting « RSU based (semi centralized) misbehavior detection e Raya, M., Papadimitratos, P., Gligor, V. D., & Hubaux, J.-P. (2008). On Data-Centric Trust Establishment in

Ephemeral Ad Hoc Networks. IEEE INFOCOM 2008 - The 27th Conference on Computer Communications

fh
EDITE S agFVBECF)aIs\II#E RENAULT AtQS [M“! @ Y?GOKO ’-F?IALOG

Sorbonne University steLdiaems  MQUYQ J\J QPPIDA

RANCE

Z03W
!

EXPERT EN SECURITI

Self—driving m(]de regl DES SYSTEMES D'INFORMATION



